IEC 6185020 R INAIYVYD - VI NI T

SISCO MMS Lite

A2AN=IVRZAT I

E1hR
2019/03/01



KBS AT LX

http://www.co-nss.co.jp

REBASL : 600-8482 REBFFRERTH FRXIE) I IEBIUSETILAR (Y IUZEIL)
BRRSZ4E 1 101-0024 SRREFRAXFHERE 15 (FFRRETEIL)

Copyright 2019 Nissin Systems Co.Ltd.
RECDVWTCOEFEIZ. RRASHBIZATLAIMREUET .

IRTOBER. BRUOBFEFENTENOFRBEENIELTVET,
ARECEBINLEBHECE 0T UEBERTR (® , TM) ZHEL L TVEEA.
AEOHRBFFERUICEENTONE T,

HBRESEEFS AT ALAX (AT NSS) (. COXEF(FERETNTNBIRE(IC DT
DREZITVERA. NSS (FUNRDIBEBEEN. FHN. MIZENLGONIRDIEE(CH
LTHE. —IEEEEVEEA.

EFEE(CLKDARSNIZHFIRUIC, COXES LUV COXEDERENIMEIERZEM
IR EERIEULET,

EFENSEAOHAZEDIFRL. COBMIIIEIRENSIFY ZEAEN TIREN
IAARDEZ THIRT 2FEEIELFT.



http://www.co-nss.co.jp/

SISCO MMS Lite f > A =)L =2 77)L

W 7S

=[h)

N—=3>

SETRE

2019402H26H

B1AR

FARAERY

Nissin Systems Co.Ltd.




SISCO MMS Lite f > A =)L =2 77)L

Lo HEUBDIC ... 5
2. BERADATFTITIE ..o 6
21 A0 RUA RADT TR o 6
22 AIUO=RIFTAIUTDUNT st 7
23 JNWFITFAIDAFEFEFTTEICDUNT i 8
3. ADAP=ILFME (WINAOWS OS) ..ottt en st seseeas 9
Bl A ATl s 9
300 IR =D A 2 IR )L i 9
3.1.2 WInPcap BHFE/ KW DA 2 A=)l oot 10
3.1.3 0 WINPCap S A LADA ARl ettt 12

3.2 L R R 13
4, ADRZABR=IDTFME (LINUX OS) ..ottt ettt s s 16
A1 )N T DDA AR )l e e 16
B2 LR e 17

Nissin Systems Co.Ltd.




SISCO MMS Lite f > A =)L =2 77)L

1. ([FUSIC

MMS Lite ZCBBAWEZIEE. &DHMNESTTNVET,
IEC 6185035 O R JILRA WY - VT NIT 7 TEHS SISCO D MMS Lite (CEAT B> A M—ILA
EICDWTCERBBLE T,

REELTE A A= SB>2TILTTUT—23>0OE)L RETDHRRAICADET,

Fle. RRFAADPRIERHBLTVET, A—H—WEB YA b, OZa1"57«—P+A hEFEEFARRF
A MEREFDEDZEEREH L TEDFT,
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2. BMDAFHE

2.1 Ao>O—RYA MNOT7IOER

AERIBAN(CE CDREDAT « P THDEMIFATOTHDFERBA. RIDD(C SISCOHDYT>O— R
H+A M7 OLRUTEZ., BFFKICTHYD>O—- RUTIES HENHENET,

A>0—RYA hAD URL KR OT+1>FDAED Login ID XU, Password ([CEALTIE. A—H—&K
DEIFESBRRCA—ILICTEESTNE T,

FI. AO>0O—-RYA "D URL (CF7IERTDEUTOBRERNEKRRENET,

CUSTOMER PORTAL

PLEASE LOGIN

0 You have been logged out.

Login ID:
Password:

Language: H=:E (Japanese)

[*] Remember me

ADDITIONAL RESOURCES: SISCO WEBSITE | TEAM SUPPORT

LEEDE@EMS. Login ID KU, Password AN USZREHDHERDT « LU NU(CBEITDIZET. EED
INWT—RO, RFAADRZAFIBICENTEET,

D O G tom

Home @

i) Parent Directon & Mew Directon &3 Open 4 Uplpac ¥ Downloac b 4

Mame ’ Size Time

[ AXS461850 2018/3/14:13:14

[ AXS4ICCP 2018/3/1 4:18:50

[T ICCPLite PLUS 2018/7/21 1:59:46
elilsl it Cac s 2018/7/21 1:58:22

[F2) MMSLiteIEC 61350 2018/7/21 1:59:20

| Security Extensions for AXS4 ICCP 2018/2/17 1:56:16

Nissin Systems Co.Ltd.




SISCO MMS Lite f > A =)L =2 77)L

22 Ao>O—RIFZALIVICDWNT

A2 00— RYA MIHWNWT, REGED MMSLItelEC 618501 75, [Product] MHICAD T &/
T—ShB0ET,

(@ $ ﬁ @ Home» B9 MMSLitelEC 51850 B3 Productp

Product @

(] Parent Directory | & New Directory | &F Open | # I..Ipluadl b Dnmimdl b 4

Mame = Size Time
=3 LogViewer135095_v42000b 1.7ip 275.57MB 2017/1/12 1:09:53
LogViewer 135095 _w42000b 1. zip.sig 66 bytes 2017112 1:10:42

) mmslite_6. 2000 1.zip

mmsl

723.34KB 2018/3/20 22:22:13
I4bytes 2018/3/23 23:22:34
Af mu e 115 ' W

7.55MB 2017/8/2 23:53:00

= TrR R a = (P s e O EE U LT O Lo o —
mmslite_&, 2000final. zip.sig 66 bytes 2017/58/2 23:53:36
L52(CHB. mmslite_6.2000final.zip MIREFR CTORITD/ W T —Z(CIRADFET,

CDIN T —%FR U, [Download] Z&IRIT D ET/I\WwH -S> 0O— ROBIBSNE T,

i#. _EEED mmslite 6.2000.1.zip (& &FD/I\Y T —J (T DN F T 7AILICIRDET,
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2.3 INYFIFPAIDAFEEMAEICDONT

MMS Lite DIEIE/ Sy FRU L —XENTNBDIBE. |RITDEDZA A R—=ILULTLIZEL,
)\ FD zip T 7 )L (B: mmslite_6.2000.1.zip) (. MMS Lite DREBERB T« L NUERK
(LI THD., BEFRSG T 7AILETNEENDIRETT,

[z} Home» B3 MMSLitelEC 61850 B3 Producty
(=)

Product i}
] ParentDirectory | B Mew Directory | Open | 4 Upload b4

MName - Size Time

3 LnngemerISEDQS v42000b1, z1|:u 275,57 MB 2017/1/12 1:09:53
I 66 bytes 2017/1/12 1:10:42
4l mmslite_6&.2000. 1.zip 723.34KB 2018/3/20 22:22:13
&= mmslite_6.2000. 1.zip.md5 34bytes 2018/3/23 23:22:34

@ mmslite_&. 2000, 1.zip.sig 66 bytes 2018/3/23 23:22:42
1} mmslite_&. 2000final. zip 7.55MB 201782 23:53:00
mmslite_&. 2000final. zip.mds 32 bytes 2017/8/2 23:54:00
mmslite_&. 2000final. zip.sig 66 bytes 2017/8/2 23:53:36

ZD zip THRENZIFLWI 7 AILE, A XA B—ILEHDBIFOT« LI KNJCLEEEIDZETE
FNtE T UET,

AUSHILY—RTO—R
(mmslite_6.2000final DIHE)
EX - .
RESEEMTONIE/\YFI7A)L
. bin i ) PN
 emd (mmslite_6.2000.1.zip MIHH)
y doc Eai1
. inc J:%g ) emnd
ik < ) doc
) security L ine
. SrC vl
J uca | src
B readme.txt | uca
regadd_pcap.bat 8] readme_patch.xt
@] SISCO Source Code License.rtf
B8] SISCO Source Code License.bxt

EEDAEE. By F T 71 )LD readme_patch.txt (CHEEEH SN THDET,
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3. A>2APM—=I)LFIE (Windows OS)

31 A2AM=)

311 Nvor—SDA1>A =)

Ao>2O-RUEI7AIVERMAIZIECA>AN=ILUET, . BELEEDT LU NUTEHE
HOFEA

A > =)L TERAENEZ MMS Lite (. RS4T BI: C: ) DETIC mmslite EWVWDFTa LI KUE
(C:\mmslite) TEHMNDENLZWNEDTT,

ZDIEH. KETEZDT« LI NJICERASNIZEDE U THRBZITVWET,

28 - SAJSUICiEN - HE STAO HFLWITAILAS—
A SRIEAD A g i S5O =3 S
g FI2O—F | bin 2019/02/14 13:25  I7 AL T b...
T | emd 2019/02/14 13:25  I7-1IL T /L
| BEERLISF | doc 2019/02/14 13:25  I7-1IL T /L
| inc 2019/02/14 13:25  I7-1IL T /L
| mvl 2019/02/14 13:25  I7-1IL T /L
& 51TV | security 2019/02/14 13:25  I7-1IL T /L
[F FFax=hb | src 2019/02/14 13:25  F7 L Il
B EoFr | uca 2019/02/14 13:25  I7 AL T )L...
B ert | [ readme.txt 2017/01/18 6:10 TFEALNE 1KB|
S =1-sws 1 regadd_pcap.bat 2014/10/03 23:33  Windows JTw ... 1 KB
M aOyEI—45—
&, os ()
s RUT—A (D3)

MRETKYT—2DA 2 A =L T T T,

Nissin Systems Co.Ltd.




SISCO MMS Lite f > A =)L =2 77)L

3.1.2 WinPcap BRI\ OD1 X =)L
GOOSE/GSSE/SV Z{FEA T 3 HBE1 — RV hDA2HF T T —AMBE(CIRDZFET ., Windows T (&
WinPcap Z{ERUEIDT. FeFIET WinPcap DFFE/ WO %=1 > XA h—=)LUET,

1. WinPcap @ Web B | https://www.winpcap.org/ (C 721X
2. Web B b@dD [WinPcap] X=1—/H5 [Development] Z#EiR
(CHUCEKD.  https://www.winpcap.org/devel.htm DR—ZHFRRENET)

WI n PC a p The industry-standard windows packet capture library

WinPcap WinDump NTAR I Scarch

News

Features

Documentation |

Development }/

Support Documentation Support

FAQ l

Report a Bug

Archive _ Introduction to WinPcap

Links For many years, WinPcap has been recognized as the industry-standard

Calculators rdownload (v4.1.3), has not seen an tool for link-layer network access in Windows envirenments, allowing
i are no road mapfuture plans to update applications to capture and transmit network packets bypassing the

License support may persist, technical oversight by protocol stack, and including kernel-level packet filtering, a network

Riverbed staff, responses to questions posed by Riverbed resources, and statistics engine and support for remote packet capture.

bug reporting are no longer available.
WinPcap consists of a driver that extends the operating system to provide

Gordon Lyon, Nmap project founder, has created Npcap, a packet capture low-level network access and a library that is used to easily access low-
library for Windows, that includes WinPcap compatibility and may be a level network layers. This library also contains the Windows version of the
suitable replacement for WinPcap and WinPcap Pro. Information can be well-known libpcap Unix API

found at hitps:/inmap.orginpcapl.
P p-orgipcap Thanks to its set of features, WinPcap has been the packet capture and

filtering enaine for manv open source and commercial network tools.

3. [Download WinPcap 4.1.2 Developer's Pack] Z&RUTHI>O—-R9D
AFo>O0-R9IB/IN—=3 2 (EMMS Lite DU - — MEIERLUTLIZEW)

WinPcap: Developer Resources

The latest stable WinPcap version is 4.1.3

Atthe moment there is no developmentversion of WinPcap. For the list of changes, refer to the changelog.

I Download WinPcap 4.1.2 Developer's Pack I

MD5 Checksum: bae2236af062b0900ad1416b2c4878b9
SHA1 Checksum: f5c80885bd48f07f41833d0f65bf85datef1727a

This ZIP compressed file containg all the files needed
to create WinPcap-based applications: libraries, include files,
documentation and a complete set of example programs.

Download
Developer Pack

Instructions
1. download the ZIP archive containing the developers pack
2. uncompress it to the desired folder

Nissin Systems Co.Ltd.
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4, AI>0O—RUKE zip T7MILORBETER SNIET « Lo hU%Z mmslite i1 > X b—)LEnNTL)

D RSATDETFI(C WpdPack EWVD TA)IASFEZTEL
(5l mmslite ' C: RS+ T (CpDIHBE(L C: ¥ WpdPack)

FLWTAIS—

. Examples-pcap

| Examples-remote
ie Include

M Eib

A

B kT WinPcap BIF/\W ODA > A —=I)LINTETTY,

11

Nissin Systems Co.Ltd.




SISCO MMS Lite f > A =)L =2 77)L

3.1.3 WinPcap S>F1LDA A=)

GOOSE/GSSE/SV ZfEA U7z MMS Lite 77U —>3>D)\AFUZEETIB(C(E. PC (C WinPCap D

RSANNEDLLAA A R=ILENTWBBENGDEFT, RDFIRTA A —ILL TS0,

1. WinPcap @ Web B | https://www.winpcap.org/ (C 721X

2. GetWinPcap @ [Download| MU >O%&IUwWITF D
(UKD https:/iwww.winpcap.org/install/default.htm DR—HNFRRENE )

Riverbed Technology  Wireshark

WinPcap

WinPcap WinDump NTAR

The industry-standard windows packet capture library

Support

Do

Documentation

News and Releases

Introduction to WinPcap

15 September 2018 For many years, WinPcap has been recognized as the industry-star|
WinPcap, though still available for download (v4.1.3), has not seen an tool for link-layer network access in Windows environments, allowir|
applications to capture and transmit network packets bypassing the

upgrade in many years and there are no road map/future plans to update

3. [Version 4.1.3 Installer for Windows Driver + DLLs] DU >S4 0O0—R93

HFAo>O0—-RFTB/IN—3>2(F MMS Lite DU U —XJ — hEEERLTLIZEWY)

WinPcap Has Ceased Development
The WinPcap project has ceased development and WinPcap and WinDump are no longer maintained. We recommend using Mpcap instead.
Ifyou do insist upon using WinPcap, be aware that its installer was built with an old version of NSIS and as a resultis vulnerable to DLL hijacking.

The last official WinPcap release was 4.1.3
For the list of changes, refer to the changelog.

| Version 4.1.3 Installer for Windows |

Driver +DLLs

Supported platforms:
* Windows NT4/2000

» Windows XP/2003/Vista/2008/Win7/2008R2Wind (x86 and x64)

4, A o>O—-RUEARAM=SCTA>RM=ILLTLEEWN

BAET WinPcap 5S> A LDA A R—=)LNTTTY,

Nissin Systems Co.Ltd.
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3.2 EIR

ARR—T(Z, Microsoft Visual Studio Professional 2015 ZFAWCIRIBE COFIEZILH V= LE T,
ZoMDIN—3 2 ICEAUEUTHEERN(ICIEBUFEICTEREUEI DT, SE(CUTEIFNIEERN
ESE N

F£9| I\wHr—>ROTOZT 0 M T 7 1)L mmslitesin ZREE9,
B, OO IJ7A)LIE. FTEO@ED,. C:\mmslite\emd\vs2010 (CA&FASNTLNE T,

TR 5 - 05 (C:) » mmslite » omd » w2010

¥s2010TART

EE-  WMC - BEAG RLLTAAY Y
r BECAD =] ) WEE = e |
B ¥2:0-F ] asnl.voxpro] |
W FRared B cositepsa. vexpro]
i Al T ] comitpusd, vexpro]

! foundry.vepro)
i gee_mgmt.voupro)

- _ '"_fJ = ] gea_mgmt_test.vexpra)
3 Pt 8 iecgoosevexproj
= eore B memJvcmprol
H 7 o 2 memlveproj
o Ta-Tud ] mileg.vexproj
TN T mmsdite.sin
TSI vexpr o)
& o (o
& osic) # mvivopre)
ca 2= (D) ) e veepry
ca MUa=4(F) B omiteps vexprof
ca D=L F120 (63) ] ostpys vexpro)
ca D=L T 25 (H:) %l scl_snrvexpro)
a O=D0L 7425 (1) ) scl_test.vanpro]
sel_tpes.
e &) sel_tpxsD.vexpro]
] slog vexproj
g8 solution (¥s150.96.32.33) b5l siogl.vexpro]

& share (FW150.96.32.77) (= ) smem.vormrod
1| meeste.dn E

ficrosoft

oD

2014/09/20 1:10
15.7 KB
§: 2017/07/12 2:35

t visual Studio Selution

TJOZx ORI 7V ERITIDE, UTOEBENFRRESNEIN. TDFEF. OK ZBIRLTIZE,

VC++ AT S ESATSURFwTFL—BLET

LTFo7Ozcy bd. A (-3 2 Visual C++ 32/ 7S £S5 UEER
LTWET. 507024 A, Microsoft Visual Studio 2015 O /i(S5 &S
A TSUERERATRLIICTFy TIL—FENFT. C++/CLI IBERRETEHEATIIR—
T O—F JOTTH MRAT J J—F JOTT o it BEMIC NET Framework
452 EMRETRLICTwIFL—FENET. 28, JOTTHFEFvIHFL—F
LVES, MET 3/ (—=3 20 Visual Studio B4 > A b—LEN TRV ETOT T
ZHEEILETEFEA-

¥vs2010¥asnl.vexproj
.¥vs2010¥gse_mgmt.vexpro]
¥vs2010¥gse_mgmt_test.vexproj
¥vs2010¥sn_test.voxpro]

. ¥vs2010%sn_targt.vexproj
¥vs2010¥sositpxs0.vexpro]

. ¥vs2010¥s0sitcps0. vexproj

. ¥vs2010%¥scl_tpxs0.vexproj
H¥vs2010¥cositpxs0.vexpro]
.. ¥vs2010¥cositcps0. vexproj
. ¥vs2010%¥smpval.vexproj

NS E ™

. ¥vs2010¥smem.vexproj -
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AW E —T 7 A )VOFEMIR ENHET UEFTIRE(C/IRD CEEA FIC [E@T T ERRSNET,

B¢ mmsite - Microsoft Visus! Studio - F EM (Cur+ Pl o
FrLUE) MEE) BREY) FOSIoNHE) BILFE FOESD) FoAM) Y-AI) FAME BN S EDW) AndiH) i B
<| Dsbug - weaz +| B D=l Windows FiTo A= | B

£l
© XL LT (RIBIE o),

CEELTOET (LIFE "viod’
= TLIET (EIRIZ ‘v

snELmME o5 -—u SRl s

RIC, foundry O RDOEILREEMBLET, foundry 7O FOEJLREFHFEIUYVOL, EIL
RZEIRUTEITUE T,

YUY1—%3> ITHATO-5—
& s -
YUai—i3y IHXTO-5— OIRE (Cri+:)
] YUa—= 3> 'mmslite’ (28 FOZT4H )
3 Libraries
3 Samples
4 Utilities

OCY ST -6

¥ mmsleg

] sn_targt (E)

[ sn_test A0 —2(N)
Ea—(w)

SIt(Z)
TOZx 4o D)
SDK J{—Z 320845 —5wv b

T ETHE(S)

FLWLWWUI—2 3> THRATO-S—OE1—(N)
H RgEFEEEOTOI 7 AIL(P)

2L FAFEAE(B)

#h

HAE(S): B i e e E
B> fo_write.c

B> arg.c

B> mmslvar.c

Bx mmz_alta.c

B> mms_rtaa.c

B> mms_tdef.c

B> ms_tdef.c

B> mz_tdefl.c

B> mz_tdefd.c

£> - FEERS...

B> foundry.voxproj -» Ci¥mms|itefcmd¥wvs2010%. ¥, ¥bin¥f oundry. exe

o UL 1 (8 | e e LQLALS | [ o P

=gy L FDT
ssss=z==zz L 6 EAGAT. 0 ABE. 0 ESRFE. 0 {4y of sssssssss
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RIC, YU1—23>27ZEILRUET,
IESICEALTE. YYa—2armmslittzbo v o, YVI1—-23>DOEILRERITUET.

YVia—3% THATO0-5— * 1 x
W o-- @ p -
VU1 —33% TH270-5— OfFE (Crl+:) P~
b e' (28 7O
b Libraries By vUa—z32DEILE(B) Ctrl+Shift+B
I+ Samples Va3 —z3mUELF(R)
4 Utlities VUI—23208U—(C)
> Bl foundry VU133 TO— RHEER(Y) Alt+F11
b Bl mmslog c L (T
b [ sn_targt It F BILE(T)...
b [l sn_test B+ —=v—(0)...
g VUI—34D NuGet JEwir—OEER(N)...
[ NuGet w4 —DiER(G)
sFLWWI1—23> THATO0-S-—OE1—(N)
O—F ARUwHAFAETS(C)
Oz 4 MIGEEE(S)...

EILRETHE, TS50 KB ERRSND) T EHNT o > RONSHERLET

Samples

Hh

4 General MMS Samples
b Byl cositcps0 #hE(S): | ELR Sl ex|E
b [ cositpxs0 My u_ifile.c

. 21> mmsop_en.c

b B4l sositcps0 215 slogipe.c
b [ sositpxs0 21> O— FEERP. ..

4 IEC61850 Samples §]> sc!_}pxsg.vcxpro{ - C.ﬁmmﬁl |f;ﬁ¥cm3¥v?201U¥;”.‘¥L.¥EvIiliulsrﬁéSﬁl_i[vﬁD?l?ugﬁgg:
b [l gse_mgmt_test se=sss==zz )L F: 20 EHGRT. 0 XBF, 5 BEFTE, 2 Ady S s=s======= |
b [ iecgoose U
P [Pl scl_srvr
b [ scl_test
b [l scl_tpxs0

4 Utilities

4 [%] foundry
' Ry —— . Y
L RESS®T

MET, EILRAETTY,

Nissin Systems Co.Ltd.
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4. A 2AB—=)LFIE (Linux OS)

41 NNV T—SDA A M=)
Linux 0S (. ABBEA > N—)LF 3G UTFOFIECTERBLET.

1. Windows PC[C T, 4> 0O—RYA bMAOF7ITRA L., BRI\ —HAF
(2 BEDAFHFE)

2. Windows PCRRI(C T, ZIP 7 (ILZERUL. /\WF I 7AILHANHESN TN RIS (S0 B]E
(23/)\WFIT7AILDAF EEHFECDNT)

3. Windows PC '3, BIFIRIE® Linux PC (X LT, FTPY2SCP ([CT7UtzA L.
ZH)\ T —>T 7 A ) LB DOGRICERX

e 3=
Windows PC 25, Linux PC (CE%E/\Wwo —ZZERiX 9 BRI,
W3 ASCI (FRA ) E—RICTEHEZEITO>TLIESLY,

FENTE T U R T > A h—)LIEE T TY,

Nissin Systems Co.Ltd.
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42 EIER

AAR=I UV T—=2DEIL RIEDNTREHLET.
FI. AAS=IULINY T =D Top T« LD NUNSLUTOIGRICEEN L T ZE0),

m. A>AM=J)LUELIFEI—FF L2 NTFD mmslite ELET

/home/< 21— % >/mmslite

CCHh5. BEILREITSROUT hHV& B<install directory>/cmd/gnu (CEEILE T,

test@test: cd /home/test/mmslite/cmd/gnu

MFDIRY RICTROVUT hZEEITLU. EILRZEITVET,

test@test; ./mmslite802.sh LINUX

Flz. JU—293GEEUTOON REETUET,
test@test; ./mmslite802.sh LINUX clean

EILRDET UIEEE BTV TUT—2 3> OFRIT I 7 AIVER LU TWDI DR LE T .
B2 IIINT7TVI—2 3V EUTOBRICENEINUEBML TEDET.

/home/< L — % >/mmslite/mvl/usr/

FEROTAIITFCEATDEDNHDET,

TAIS % s
client MVLOSAT7> bOY > TIVT7TUor—23>
gse_mgmt IEC 61850 GSE DY > TILF7TU—=3> ( )
iecgoose IEC GOOSE MY > FIL77TU4H—2 3> (GSSE ZEFERLY)
scl_srvr SCL {9 % IEC 61850 DB > FIL7TUT—> 3>
server (IEC61850 TIF/RWY) MVL H—/\DB > TIVT7T UG- 3> ( )

EECEILRTETVDHSF. EEEDOTAII TS, ** IdDIT7AILIERSNE T,

17
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